Preparing Internet Explorer 11 for eRequest & eStores

Steps

1. Determine your browser version.
a. Launch Internet Explorer.
b. On the menu bar click Help and select About Internet Explorer.
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c. Note the version.

About Internet Explorer

E Internet
Explorer11
Version: 11.0.9600.18059

Update Versions: 11.0.24 (KB3093983)
Product ID: 00150-20000-00003-AA459

= Install new versions automatically

© 2013 Microsoft Corporation. All rights reserved.

Close

& cick

e. Follow Steps 2-15.

2. Put an IE11 browser in Compatibility View.
a. Openup IE11.

b. In the top right, there is a picture that looks like a gear..
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edinccom

Fie Edit View Favorites Tools Help Print 5
[ PTECH - Files All Recent Prodigo Support Site | Suggested Sites = File »
Zoom (100%) B

Safety »

Add site to Start menu

[ Ay View downloads Ciri+)
Manage add-ons
F12 Developes Tools
Go to pinned sites
Compatibility View settings

Report website problems

Internet options
OSU eStores .

Login
[SYTYINE < tallon @prodigosolutions com

SUBMIT »

Click into the gear, then on Compatibility View settings.
Type “*.edirx.com”, then click Add

nformation Console - Login

Add this website:
* edinx.com

Powered by Prodigo Solu

Websites you've added to Compatibiity View:

OSU eStores

Display intranet sites in Compatibiity Yiew
[¥] Use Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy statement

prodigosolutions.com

e |
SUBMIT »

IF YOU HAVE FORGOTTEN YOUR
3

PASSWORD CLICK HER!
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Compatibility View Settings

Q Change Compatibility view Settings

Add this website:

Websites you've added to Compatibility View:

edirx.com Remove

Display intranet sites in Compatibility View
Use Microsoft compatibility lists

Learn more by reading the Internet Explorer privacy statement

Cloze

e. Prodigo website is now in Compatibility View in IE11.
f. Type “*.osu.edu”, then click Add
g. Click Close button

3. Add the Prodigo website to your Trusted Sites.
a. Click Tools on the Menu bar.
b. Select Internet Options from the menu.
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c. Select the Security tab in Internet Options.

) Trusted sites
d. Click

.

. | General n SecurityH Privacy | Content | Connections | Programs | Advanced|
e

Select a zone to view or change security settings.

Local intranet

% This zone is for all websites that are
' found on your intranet.
Security level for this zone

Custom
Custom settings.
- To change the settings, click Custom level.
- To use the recommended settings, click Default level.

[ |Enable Protected Mode (requires restarting Internet Explorer)

lCustom level... H Default level l

l Reset all zones to default level ]

@ Some settings are managed by your system administrator.

[ ok |[ cancel || 2ppy

f.  Type “https://*.osu.edirx.com” in the Add this website to the zone: field.
g. Type “https://gcxosu.it.ohio-state.edu” in the Add this website to the zone: field.
h. Type “https://webauth.service.ohio-state.edu” in the Add this website to the zone: field.

L il Ae ]



https://*.osu.edirx.com/
https://qcxosu.it.ohio-state.edu/
https://webauth.service.ohio-state.edu/
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You can add and remove websites from this zone. All websites
L in this zone will use the zone's security settings.

Add this website to the zone:

https:fj*.osu.edirx.com| Add

Websites:

Remove

Require server verification (https:) for all sites in this zone

j-  Verify that the site is now visible in the Websites: field.

.

Trusted sites . — ——— agg— t&-

You can add and remove websites from this zone. All websites
in this zone will use the zone's security settings.

Add this website to the zone:
Add

Websites:

https://*.o0su.edin.com Remaove

Require server verification (https:) for all sites in this zone

4. Click the Checkbox next to “Require server verification (https:) for all sites in this zone.”

5. Click the Close button.
6. Add the eRequest website to your Trusted Sites.

a. Type “https://erequest.osu.edu” in the Add this website to the zone: field.



https://erequest.osu.edu/
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=

Trusted sites . em— — — .L=Eg J

You can add and remove websites from this zone. All websites
in this zone will use the zone's security settings.

Add this website to the zone:

https://erequest.osu.edu Add
Websites:
https://*.osu.edin.com Remaove

Require server verification (https:) for all sites in this zone

b. Click

c. Verify that the site is now visible in the Websites: field.

<

Trusted sites . em— ——— Sg— l=zg J

You can add and remove websites from this zone. All websites
in this zone will use the zone's security settings.

Add this website to the zone:
Add

Websites:
https://*.osu.edirx.com Remove
https://erequest.osu.edu

Require server verification (https:) for all sites in this zone

d. Click the Close button.
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7. Add the Financials Oracle PeopleSoft Enterprise site to your Trusted Sites (Financials
System Users Only).

a. Type “https://*.it.ohio-state.edu” in the Add this website to the zone: field.

o

r — ——— ————— — @

Trusted sites

You can add and remowve websites from this zone. All websites
in this zone will use the zone's security settings.

Add this website to the zone:

https://*.it.ohio-state.edu Add
Websites:
https://*.osu.edirx.com Remove

https:/ferequest.osu.edu

Require server verification (https:) for all sites in this zone

b, ClicklA®_|

c. Verify that the site is now visible in the Websites: field.

o

d. Click the Close button.

Trusted sites . e —— - L—-—-zg J

You can add and remove websites from this zone. All websites
in this zone will use the zone's security settings.

Add this website to the zone:
Add

Websites:
https://*.it.ohio-state.edu Remove
https://*.osu.edinccom

https://erequest.osu.edu

Require server verification (https:) for all sites in this zone



https://*.it.ohio-state.edu/
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8. Change the Custom Level Security settings.

a. Click to open the Security Settings — Local Internet Zone window.
'In‘t-e‘met Options —E.x

| General | Security | Privacy | Content | Connect\onsl Programs I Advancedl

Select a zone to view or change security settings.

¢ &/

Internet Local intranet  Trusted sites Restricted sites

Trusted sites
_\/ This zone contains websites that you

trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone
Allowed levels for this zone: All

Medium
- Prompts before downloading potentially unsafe

) content

- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

l Reset all zones to default level ]

@ Some settings are managed by your system administrator.

[ oK ] l Cancel ] Apply |

b. Scroll to Miscellaneous and then to Navigate windows and frames across different
domains.

c. Select Enable
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=

Security Settings - Local Intranet Zone s e

Settings

(@) Enable
__| Launching applications and unsafe files
(") pisable
(@) Enable
D Prompt
_| Launching pregrams and files in an IFRAME
(") pisable
() Enable
@ Frompt
| Mavigate windows and frames across different domains
(") pisable
(@) Enable
D Prompt
__| Render legacy filters
(") pisable
(@) Enable
__| Submit non-encrypted form data b
<« | T | b

*Takes effect after you restart your computer

Reset custom settings

Resetto! | Medium-low (default) v] l Reset... I

d. Click OK.
e. Click YES when you see the warning.
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9. Disable the Cross-Site Scripting filter for Local Internet Zone Window.
a. Click in the Security tab of Internet Options.
b. Scroll down to Scripting and find Enable XSS filter.

C. Select Disable.

d. Click OK.
e. Click YES when you see the Warning pop-up.

Security Settings - Local Intranet Z X

Settings

() pisable -
(@) Enable
Q Prompt
= | Allow status bar updates via script
() pisable
(@) Enable
= | Allow websites to prompt for information using scripted wine

() pisable
@) Enahle
= | Enable XS5 filter

(@) Disable
(") Enable

1pting of Java applets

() pisable

(@) Enable =

Q Prompt —
H2, User Authentication -
<« | I | 3

*Takes effect after you restart your computer

Reset custom settings

Resetto:  |Medium-low (default) v| [ Reset... ]

10
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10. Display mixed content in the Local Internet Zone.

a. Click in the Security tab of Internet Options.

b. Scroll down to Miscellaneous and find Display mixed content.
C. Select Enable.

d. Click OK.

e. Click YES when you see the Warning pop-up.

Security Settings - Local Intranet Z il

Settings

| Allow webpages to use restricted protocols for active conten »
(") pisable
() Enable
@ Prompt

| Allow websites to open windows without address or status b
(") pisable

__| Display mixed content
(") pisable
(@) Enable
D Prompt
on't prompt for client certificate selection when only one ce

(") pisable

(@) Enable

_| Drag and drop or copy and paste files

(") pisable

(@) Enable b
<« | T | b

1 |

L]

*Takes effect after you restart your computer

Reset custom settings

Resetto! | Medium-low (default) v] l Reset... I

o ) (ol ]

11
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11. Select the Privacy Tab.

12. Click the Sites button.

13. Add the web address: http://osu.edirx.com/.

14. Click the Allow button.

15. Click OK.

’.[ntemet Options
-

N -

) | 5 |

General | Security | Privacy | Content | Gonnectionsl Programs | Advanced|

Settings
Select a setting for the Internet zone.
Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
] be used to contact you without your explicit consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent

[ Sites I Import ][ Advanced I Default

Location

] Never allow websites to request your

Clear Sites
physical location

Pop-up Blocker

[¥]Turn on Pop-up Blocker Settings

InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

OK I l Cancel Apply

12



http://osu.edirx.com/
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| .

Manage Sites

11_*' You can specify which websites are always or never allowed to use
_:d) cookies, regardless of their pivacy policy.

Type the exact address of the website you want to manage, and then click Allow
ar Block.

To remove a site from the list of managed sites, select the name of the website
and click the Remove button.

Address of website:
http://osu edinccom. Block
Managed websites:

Domain Setting Remove ‘

Remove all

13
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| .

Manage Sites

11_*' You can specify which websites are always or never allowed to use
_:d) cookies, regardless of their pivacy policy.

Type the exact address of the website you want to manage, and then click Allow
ar Block.

To remove a site from the list of managed sites, select the name of the website
and click the Remove button.

Address of website:
I Block
Managed websites:

Domain Setting Remove ‘

edinc.com Always Allow

16. Reboot your computer

14



