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1.1.1 Risk Assessment & Information Security Policy
2.1.1 Organizational Chart
3.1.1 Hardware Inventory List
3.1.2 Software Inventory List
3.2.2 Information Asset Classification and Data Protection Policy
3.2.7 Procedure / Software used to sanitize media
4.1.2 Information Technology (IT) job descriptions
4.2.1 IT Training Plan / Materials
5.x.x Physical & Environmental Security documentation
6.1.1 Patch Management policy / strategy / procedures for O/S, Applications, Antivirus, etc.
6.4.1 Backup Procedures
6.4.2 - Offsite Rotation Log
6.4.3 - Backup Logs
6.5.2 Network diagram
6.5.3 Product used to perform vulnerability scans
7.1.1 Logical Access Policies and Procedures
7.1.x System User List
7.3.x Password Parameters
9.1.x Business Continuity Plan

10.1.1 College/Department Record Retention Requirements
10.2.3 Results of Recent Software License Review
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Please read instructions and contact information on the "Instructions" Sheet.
Please return completed survey to Internal Audit ( iawebsurvey@ia.ohio-state.edu ).
Press Tab to move from field to field.
0.0.0 General Information Comments (Optional)
0.0.1 College / VP Area org. number (5 digits)
0.0.2 Department org. number (5 digits)
0.0.3 Your name
0.0.4 Title
0.0.5 Email address
0.0.6 Phone number
0.0.7 Total number of users
0.0.8 Total IT staff
0.0.9 Total department budget
0.0.10 Total IT budget
0.0.11 List Operating systems supported / managed by your department.

(e.g. Windows 2000 server, Linux, HPUX, etc.)

0.0.12 List important applications supported / managed by your department.
(e.g. email, databases, financial applications, etc.)

0.0.13 List IP Range / Domain Name used by your department.

0.0.14 Is your IT function critical to your daily operation? Yes Partially No N/A
0.0.15 Is your IT function critical to other departments' daily operation? Yes Partially No N/A

0.0.16
Does your IT department have responsibility for managing all IT assets within the
department, e.g., servers, clients, printers, research project computer assets? Yes No N/A

0.0.17 Does your department store / process any FERPA related data? Yes No N/A
0.0.18 Does your department store / process any HIPAA related data? Yes No N/A
0.0.19 Does your department store / process any GLBA related data? Yes No N/A
0.0.20 Does your department store / process any credit card data? Yes No N/A

1.0.0 Security Governance

1.1.0
Security Policy - An Information Security Policy sets your organization's
requirements, direction and management support for information security.

1.1.1
Does your department have a documented and senior management approved
information security policy? Yes Partially No N/A

1.1.2
Is senior management involved in information security governance strategy (e.g.
policy development, risk management, monitoring) Yes Partially No N/A

1.1.3
Has the Office of the CIO's Security Group reviewed the organization's information
security governance strategy? Yes Partially No N/A

2.0.0 Security Organization

2.1.0

Security Infrastructure - An Information Security Infrastructure is a crucial element of
an overall security plan, which if effectively deployed, ensures that Information
Security is implemented and managed within your company.

2.1.1
Does your department have a documented information security infrastructure (e.g.
org. chart, job descriptions)? Yes Partially No N/A

2.1.2 Does a director (or equivalent) have responsibility for information security? Yes Partially No N/A

2.1.3
Is expertise on Information Security available internally, and where not, is external
advice sought when required? Yes Partially No N/A

2.2.0
Third Party Access - The security of your department's information, if accessed by
third parties, must be ensured.

2.2.1
Does a third party's (e.g. joint venture, guest) access to information require approval
by an appropriate senior manager or data owner? Yes Partially No N/A

2.2.2
If access is allowed, are the associated risks assessed and the appropriate security
measures put in place? Yes Partially No N/A

2.2.3
Do third party contracts address information security matters, such as liabilities, data
protection, privacy, intellectual property and copyright? Yes Partially No N/A

2.2.4
Are security requirements, including responsibilities, addressed in the written contract
between your organization and the third party? Yes Partially No N/A

2.3.0

Outsourcing - The security of information needs to be maintained when the
responsibility for information processing has been outsourced to another organization,
e.g. use of a Credit Card Processor.

2.3.1
Does an outsourcing party's (e.g. contractors, vendors) access to information require
approval by an appropriate senior manager or data owner? Yes Partially No N/A

2.3.2
If access is allowed, are the associated risks assessed and the appropriate security
measures put in place? Yes Partially No N/A

2.3.3
Do outsourcing contracts address information security matters, such as liabilities, data
protection, privacy, intellectual property and copyright? Yes Partially No N/A

2.3.4
Are security requirements, including responsibilities, addressed in the written contract
between your organization and the outsourcing party? Yes Partially No N/A

3.0.0 Asset Classification & Control

3.1.0
Accountability - The maintenance of assets can be greatly enhanced through the use
of an inventory control system.

3.1.1 Does your department maintain a documented inventory of software assets? Yes Partially No N/A
3.1.2 Does your department maintain a documented inventory of hardware assets? Yes Partially No N/A

3.2.0

Information Classification - Information assets have varying degrees of sensitivity
and criticality. By classifying information assets, the appropriate level of protection can
be specified.

3.2.1
Does your department classify information assets based on risk, sensitivity, and
compliance? Yes Partially No N/A

3.2.2
Does your department have a documented Information Asset Classification and Data
Protection policy? Yes Partially No N/A

3.2.3
Does your department tell staff how they should handle information assets with regard
to its storage, transportation, and destruction? Yes Partially No N/A

3.2.4 Is sensitive data encrypted?
3.2.5 Are staff required to lock away or secure sensitive documents when not in use? Yes Partially No N/A
3.2.6 Are sensitive paper documents properly disposed (e.g. shredded)? Yes Partially No N/A

3.2.7
Are computer storage media properly cleaned or sanitized prior to transfer or disposal
in accordance with minimum requirements defined in DOD 5220.22-M? Yes Partially No N/A
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4.0.0 Personnel Security

4.1.0
Staffing - Security responsibilities should be addressed in the recruitment process and
should be monitored during employment.

4.1.1 Are formal background investigations performed for sesitive positions? Yes Partially No N/A

4.1.2
Are staff made aware of their security responsibilities (e.g. via job descriptions, Info.
Sec. policy) Yes Partially No N/A

4.1.3
Are job applicants' claims of previous experience, qualifications and identity, and
character references verified? Yes Partially No N/A

4.1.4
Are employees and contract staff required to sign confidentiality or non-disclosure
agreements? Yes Partially No N/A

4.1.5 Are employees who violate the security policy subject to a disciplinary process? Yes Partially No N/A

4.2.0
User Training - User training is crucial to ensuring that staff are adequately equipped
to support the security policy in the course of their normal work.

4.2.1 Is a formal, documented information security training plan in place? Yes Partially No N/A

4.2.2
Do all staff receive basic information security training at induction (e.g. system use,
confidentiality, malicious software, use of passwords)? Yes Partially No N/A

4.2.3 Is information security training provided periodically (e.g. monthly, yearly)? Yes Partially No N/A
4.2.4 Do staff with specific responsibilities (e.g. IT Manager) receive additional training? Yes Partially No N/A

5.0.0 Physical & Environmental Security

5.1.0
Secure Area - It is important that measures are taken to prevent unauthorized access,
damage and interference to business premises and information processing facilities.

5.1.1 Does your organization take steps to prevent unauthorized access to your premises? Yes Partially No N/A

5.1.2
Are secure areas (e.g. computer rooms), or office areas where sensitive information is
stored, protected by access controls? Yes Partially No N/A

5.1.3
Are unmanned external doors and accessible windows protected through additional
controls? Yes Partially No N/A

5.2.0
Equipment Security - Equipment should be protected against security threats and
environmental hazards.

5.2.1
Does your department take steps to prevent loss, damage or compromise of
equipment and interruption to business activities? Yes Partially No N/A

5.2.2 Is important equipment, e.g. servers, located in secure areas? Yes Partially No N/A
5.2.3 Is equipment protected from power failure, e.g. use of a UPS? Yes Partially No N/A

5.2.4
Is guidance provided with regard to the use of company material off site (e.g. use of a
laptop)? Yes Partially No N/A

5.3.0
Housekeeping - General controls are required to prevent compromise or theft of
information.

5.3.1
Does your organization implement general measures to protect the department's
information? Yes Partially No N/A

5.3.2 Are paper and computer media locked away when not in use? Yes Partially No N/A

5.3.3
Is automatic computer screen locking functionality enabled that lock the screen when
a computer is left unattended for a period of time? Yes Partially No N/A

6.0.0 Communication & Operations Mgmt

6.1.0

Change Management - Describes methods, approaches, and policies which
organizations can use to make systems changes in a controlled way and to assure that
configuration are standardized, documented, and maintained.

6.1.1 Does your department have documented change management policy / procedures? Yes Partially No N/A

6.1.2
Are all changes to systems justified, approved, and managed? (e.g. installing a new
piece of software.) Yes Partially No N/A

6.1.3 Are patches tested on non-production systems before they are implemented? Yes Partially No N/A

6.1.4
Are high priority security patches implemented within 24 hours of identification /
notification? Yes Partially No N/A

6.2.0
System Planning & Monitoring - The risk of system failures should be minimized by
system planning and monitoring.

6.2.1 Is capacity on systems monitored, and future capacity projected? Yes Partially No N/A
6.2.2 Are logs used for system monitoring? Yes Partially No N/A

6.3.0
Anti-Virus - Are precautions taken against the introduction of malicious software such
as viruses and worms?

6.3.1 Does your department have a documented anti virus policy? Yes Partially No N/A
6.3.2 Is anti-virus software operating on all servers, PCs and mobile computers? Yes Partially No N/A
6.3.3 Are anti-virus updates applied within 24 hours of release? Yes Partially No N/A

6.4.0
Backup - The integrity and availability of information and communication systems is
enhanced through the deployment of techniques such as information back-up.

6.4.1 Are backup and recovery procedures documented and in place? Yes Partially No N/A
6.4.2 Is backup data stored off-site in a secure University or approved vendor facility? Yes Partially No N/A
6.4.3 Are logs maintained as to who has made the backup and when? Yes Partially No N/A
6.4.4 During transport, is backup media properly secured? Yes Partially No N/A

6.5.0
Network Management - The information in networks must be safeguarded, and
supporting infrastructure protected.

6.5.1
Are network controls, where required, used to conceal the meaning of text (e.g.
encryption / SSL)? Yes Partially No N/A

6.5.2
Have controls been implemented to protect systems connected to the internet (e.g.
firewalls)? Yes Partially No N/A



6.5.3
Does your department conduct proactive scans of your network looking for
vulnerabilities quarterly? Yes Partially No N/A

6.5.4

Is there technical security configuration documentation for the technologies or
business applications in your department, e.g., firewalls, routers, operating systems
(client and server), infrastructure applications (IIS, Exchange, domain controller), etc. Yes Partially No N/A

6.5.5
Does your department require all network devices connecting your network to meet a
minimum security baseline configuration? Yes Partially No N/A

6.6.0
Information Exchange - The exchange of information between separate
organizations must be protected against loss, modification or misuse.

6.6.1

Are protective measures in place to ensure the security of information exchange
services provided to external organizations (e.g. other OSU departments; non-OSU
departments)? Yes Partially No N/A

6.6.2 Are payments via web / email secure? Yes Partially No N/A

6.7.0

Incident Response - To minimize the damage from security incidents, and to monitor
and learn from such incidents, they should be reported and managed as quickly as
possible.

6.7.1
Does your department have a documented incident management procedures covering
areas such as system failures, viruses, breaches of confidentiality, and fraud? Yes Partially No N/A

6.7.2
Is someone responsible for reviewing and progressing the closure of reported
incidents? Yes Partially No N/A

6.7.3
Are staff and contractors made aware of how to recognize and report security
incidents, suspected weaknesses or threats to systems? Yes Partially No N/A

6.8.0

Segregation of Duties - Separate critical, operational IT functions into distinct jobs to
prevent a single person from harming a development or operational system or the
services they provide, whether by an accidental act, omission, or intentional act.

6.8.1 Does your security policy or guideline address segregation of duties? Yes Partially No N/A

6.8.2
Are job roles (where practical) segregated to help prevent incidents such as fraud or
abuse? Yes Partially No N/A

6.8.3
Is the integrity of publicly available data appropriately assured (e.g. does the individual
responsible for drawing up a price list also check for its accuracy)? Yes Partially No N/A

7.0.0 Access Control

7.1.0
Access Management - Good user access management helps ensure that
unauthorized access to information systems is prevented.

7.1.1
Does your department have documented user access management procedures in
place? Yes Partially No N/A

7.1.2 Is access given only to authorized staff members on a "need-to-know" basis? Yes Partially No N/A
7.1.3 Are access requests and authorizations documented and retained? Yes Partially No N/A
7.1.4 Is the use of Group IDs prohibited? Yes Partially No N/A
7.1.5 Are access rights immediately removed when a user terminates employment? Yes Partially No N/A

7.2.0
User Responsibility - The prevention of unauthorized user access is dependent upon
user responsibility as well as technical access control.

7.2.1
Are documented guidelines given to users on their responsibilities for access control
(e.g. selection and use of passwords)? Yes Partially No N/A

7.2.2 Do users change their own passwords (including first log-on)? Yes Partially No N/A

7.3.0
System Level Access - Security facilities at the operating system level should be
used to restrict access to computer resources.

7.3.1 Are users restricted from sharing user ids and passwords? Yes Partially No N/A
7.3.2 Is the number of consecutive unsuccessful logon attempts restricted? Yes Partially No N/A
7.3.3 Do default passwords need to be changed prior to use in the live environment? Yes Partially No N/A
7.3.4 Is there a minimum password length of 8 characters? Yes Partially No N/A
7.3.5 Are time-outs enforced? Yes Partially No N/A
7.3.6 Are periodic password changes required (at least quarterly)? Yes Partially No N/A

7.4.0

Application Level Access - Some organizations use applications for their day to day
working and these applications become critical to overall operation. It is crucial that
these applications are protected.

7.4.1
Does your department effectively manage applications that are crucial to the operation
of your department? Yes Partially No N/A

7.4.2 Does the application have internal security functionality to provide role based Yes Partially No N/A
7.4.3 Is user functionality within the application enforced through application security? Yes Partially No N/A

7.5.0
Mobile Computing - Information security must be ensured when employees use
mobile computing and remote access facilities.

7.5.1 Are your department's mobile computing or remote access facilities secured? Yes Partially No N/A
7.5.2 Do restrictions apply to mobile computing and/or remote access facilities? Yes Partially No N/A

7.5.3
Does your security policy address the use of mobile computing facilities and remote
access? Yes Partially No N/A

7.5.4 Is remote access authorized and controlled by management? Yes Partially No N/A
7.5.5 Is remote access monitored and access usage reviewed? Yes Partially No N/A
7.5.6 Does your department have standards in place establishing secured connections? Yes Partially No N/A

7.6.0
Wireless Computing - Information security must be ensured when using wireless
computing facilities.

7.6.1 Does your department have secure wireless computing facilities? Yes Partially No N/A
7.6.2 Do restrictions apply to wireless computing facilities? Yes Partially No N/A
7.6.3 Does your organization comply with the OSU Wireless policy? Yes Partially No N/A
7.6.4 Is wireless access authorized and controlled by management? Yes Partially No N/A
7.6.5 Is wireless access monitored and access usage reviewed? Yes Partially No N/A

7.6.6
Does your department have standards in place addressing encryption (e.g. client to
access point)? Yes Partially No N/A

7.6.7
Does your department conduct proactive scans of your wireless facility looking for
rouge access points? Yes Partially No N/A



8.0.0 System Dev. & Maint.

8.1.0
System Security Req. - This section is concerned with the internal/external
development of applications with regards to security.

8.1.1

Does your department consider security requirements when developing applications
internally? Note: Applications in this sense are defined as any process developed that
is critical to the business and operations. This would include the development of an
excel spreadsheet. Yes Partially No N/A

8.1.2
Are security requirements determined following a risk assessment of the proposed
system? Yes Partially No N/A

8.1.3
Is the Project Manager assigned responsibility to include the requirements of
information security? Yes Partially No N/A

8.1.4 If encryption is used, is there a documented policy on its deployment and use? Yes Partially No N/A
8.1.5 Is strict access maintained over program source libraries? Yes Partially No N/A

8.2.0

System Dev. & Outsourcing - This section is concerned with the compliance with
industry best practices, the internal/external development of applications that will be
used by the department.

8.2.1 Does your department have a Systems Development and Maintenance policy? Yes Partially No N/A

8.2.2
Are formal change control procedures used to enforce and govern how programs are
moved from development into production? Yes Partially No N/A

8.2.3 Are application systems tested whenever changes to the operating systems are made? Yes Partially No N/A

8.2.4
Does your department effectively manage outside contractors for development
activity? Yes Partially No N/A

8.2.5
Does your department ensure formal agreements exist that stipulate that contractors
must comply with best practice? Yes Partially No N/A

8.2.6
When development is outsourced, does your department ensure you have the right to
audit? Yes Partially No N/A

9.0.0 Business Continuity Mgmt.

9.1.0
Business Continuity Planning - Critical business processes need to be protected
from the effects of major failures or disasters.

9.1.1 Does your security policy address Business Continuity Management? Yes Partially No N/A
9.1.2 Does your department have documented Business Continuity Plans? Yes Partially No N/A

9.1.3 Is a nominated individual responsible for managing the Business Continuity process? Yes Partially No N/A

9.1.4
Is a Business Impact Analysis carried out to identify the events that can cause
interruptions? Yes Partially No N/A

9.1.5
Is there a regular review and testing of Business Continuity Process (at least every 18
months)? Yes Partially No N/A

10.0.0 Compliance

10.1.0

Compliance - Legal - The design, operation, use and management of information
systems should comply with all relevant criminal and civil law, statutory, regulatory or
contractual obligations.

10.1.1 Does your department ensure that you meet any legal requirements / obligations? Yes Partially No N/A

10.1.2
Is (are) a nominated individual(s) responsible for maintaining knowledge of all
applicable legislation, including copyright, data protection, etc.? Yes Partially No N/A

10.1.3
Does your department comply with OSU’s record retention requirements for important
organizational records such as accounting transaction data (electronic or paper)? Yes Partially No N/A

10.1.4
Does your department make users aware of their roles/responsibility for Health
Information Portability And Accountability (HIPAA) compliance? Yes Partially No N/A

10.1.5
Does your department make users aware of their roles/responsibility for Gramm,
Leach, Bliley Act (GLBA) compliance? Yes Partially No N/A

10.1.6
Does your department make users aware of their roles/responsibility for Family
Education Rights and Privacy Act (FERPA) compliance? Yes Partially No N/A

10.1.7
Does your department make users aware of their roles/responsibility for Electronic
Communications Privacy Act (ECPA) compliance? Yes Partially No N/A

10.1.8
Does your department make users aware of their roles/responsibility for Computer
Fraud and Abuse Act (CFAA) compliance? Yes Partially No N/A

10.1.9
Does your department make users aware of their roles/responsibility for USA Patriot
Act compliance? Yes Partially No N/A

10.1.10
Does your department make users aware of their roles/responsibility for Teach Act
compliance? Yes Partially No N/A

10.1.11
Does your department make users aware of their roles/responsibility for Digital
Millennium Copyright Act compliance? Yes Partially No N/A

10.1.12
Does your department make users aware of their roles/responsibility for Payment Card
Industry (PCI) Data Security Standards compliance? Yes Partially No N/A

10.2.0

Compliance - Technical - The security of information systems should be regularly
reviewed to ensure ongoing compliance of systems with organizational security
policies and standards.

10.2.1
Does your department undertake any review of your information systems with regard
to legal compliance? Yes Partially No N/A

10.2.2
Does your department regularly check your information systems for compliance with
security standards, e.g. through an internal audit / security program? Yes Partially No N/A

10.2.3 Has a software license compliance review been performed within the past 18 months? Yes Partially No N/A


